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1.  ¥YcranoBka, HacTpoiika u oocay:xxuBanue IIK MIICUDB

YcranoBka u Hactpoiika [IK MIICUB u cBsizaHHOTO ¢ HEl TPOrpaMMHOTO 0OecTieueHus
omnmcaHa B ToKyMeHTe PykoBojicTBo 1o ycranoske u Hactpoiike [IK MIICHUD.

Ob6cnyxuBanne [IK MIICHUB BBIMOTHSIOT COTPYAHHUKH, OOS3aHHOCTH KOTOPBIX
pacupeneneHsl 10 CIeAYIOIUM aJMUHUCTPATUBHBIM POJISIM:

1. AxmunucTpaTop HHGPACTPYKTYPHBIX CEPBUCOB.
2. AIMUHHUCTPATOp CEPBEPOB KOHTEHHEpU3AIUH.

3. AAMUHUCTPATOPHI IMOJICUCTEM.
AIMUHHCTPATOP UHPPACTPYKTYPHBIX CEPBUCOB

AnmMuHuCTpaTOp UHOPACTPYKTYPHBIX CEPBUCOB PEATU3YET Ccleytonue GyHKIIUN:

® HHCTAUISIUMSA M HACTPOlKa cepBepa MPWIOKEHUH U HHPPACTPYKTYPHBIX
CEpBHCOB;

L HaCTpOﬁKa CUCTCMHBIX KOMIIOHCHTOB CCPBCPaA HpPIJIO)KGHPIﬁ;

®  [IEPBUYHBIC HACTPOMKH CUCTEMHBIX KOMIIOHEHTOB BBINIOJHAIOTCA B IIPOLECCE
VHCTAJUSILAW, B COOTBETCTBUM C JICMCTBUSIMM, OIIMCAHHBIMHU JUISl KaxKJIOro
KOMIIOHEHTA B IOKyMeHTe PykoBoicTBO 110 ycraHoBke u HacTpolike [IK MITCUE;

e  OOHOBJICHHE KOMIIOHEHTOB ITPOTPaMMHOT0 00€CIIEYEHUS;

®  KOHTPOJIb pabOTOCIIOCOOHOCTU CEPBEPOB U CEPBUCOB, BOCCTAHOBJICHUE PAOOTHI
MOCJIC TEXHUYECKUX OTKA30B;

®  KOHTPOJH (PYHKIIMOHHUPOBAHUS CEPBEPOB U CEPBUCOB, yCTPAaHEHHE HEIOJIAOK.
AJIMUHHCTPATOP CepBEePOB KOHTelHHepU3aluu

AJMHUHHUCTPATOP CEpBEPOB KOHTEHHEPU3ALUN PEATTU3YET CIASAYIOUE (PYHKIIUH:
®  UMHCTAUISLUA U HACTPOWKA CEPBEPOB KOHTEHMHEPU3ALINH;

®  KOHTPOJb PabOTOCTIOCOOHOCTH KOHTEHHEPHU3allMH, BOCCTAHOBJICHHE pPaOOTHI
MocJie TEXHUYECKUX 0TKa30B. BoccTaHoOBIeHHE pab0TOCTIOCOOHOCTH BBITTOTHIETCS
aBTOMATHYEeCKU. B ciydyae HEBO3MOXHOCTU BBITIOJIHEHUSI BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH CPEACTBAMU CUCTEMBI IMUHUCTPATOPY CIAEAYET 00paTUTHCA
K pa3paboTuuKam;

®  KOHTPOJIb (YHKUMOHUPOBAHUS KOHTEHHEpPHU3ALMUHU, YCTPAHEHHE HEMOJAOK.
YcrpaneHue  HEMONAAOK — BBIMNOJHSETCS JIMOO  aJIMUHUCTPATOpPOM, JUOO
COTPYIHHMKAaMU KOMITAaHUHU-Pa3pabOTUMKa MOCIIE COOTBETCTBYIOLIETO OOpaIleHUSI.
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Aamuuuctpartop noacucremol ETL

Anmunuctpatop noacuctemsl ETL peanusyert cnemyromnue GyHKIUN:

®  HACTpOIiKa BHITIOJIHCHHS IIOTOKOB 3arpy3KH JaHHBIX CPEICTBAMH TUIAHUPOBIITUKA
ETL-noTokoB;

L BBIIIOJIHCHUC HACTPOCK IMOAKIIOYCHUA K CMCIKHBIM CUCTCMAM

®  CO3JaHHE HOBBIX/KOPPEKTHUPOBKaA cymiecTByonmx ETL-MOTOKOB: H3MEHEHHE
u opadotka crueHapreB ETL-ToTokoB (4TeHHe JaHHBIX U3 UICTOYHHKA,
BBITIOJTHEHHE MTPe00pa3oBaHuid, TpaHchopManuii, MapIIpyTH3AIUH, 3arpy3Ka
B ITOTPEOUTENH JaHHBIX );

®  IIPOCMOTP CHCTEMHBIX KYPHAJIOB;

e  MOHHUTOPHHTI BbiNoJIHEHHUsS ETL-0TOKOB 1 nepegaBaeMbIX COOOLIEHUI:
CTaTUCTHKA, CTATYChl BBITIOJHEHHUS TIOTOKOB, BOZHUKAIOUIUE OLIUOKY;

L MOHHUTOPHHI' IIPOU3BOAUTCIIBHOCTHU ITOJCUCTCMBI ETL.

1.1. UHCTANIANMOHHBIA KOMILJIEKT

WNHCcTauSIIMOHHBIA  KOMIUIEKT MpeACTaBisieT coOoi Habop (ailyioB, ompenensieMblil
ycnoBusimu  peanuzanm MC B pamkax KoHKpeTHoro mpoekrta. CocrtaB Habopa
ONpeaeNsieTcsl yCIOBUAMH TEXHUYECKOIO 3a/1aHMsl poeKTa (BKiItovas TpedboBanus k C
U K UHQPACTPYKTYpE 3aKa3UnKa).

NHCTansAUMOHHBIA KOMIUIEKT MCIOJIB3YETCS ISl YCTAHOBKU M NEPBUYHOU HACTPOWKHU
NC corpynHrkamMu KOMIIaHUK-pa3paboTINKA.

1.2. OobexTnl «Il1aHEeTA»

Jnst peammzauuu, 3anoxkeHHod B IIK MIICUDB ¢yHKIMOHANIBHOCTH HEOOXOIUMO
HCITOJIB30BAHUE CIIEIYIOIUX NPOrPaMMHBIX NPOAYKTOB «IlnaneTan:

o «lInanera. Jloctym» — peanusyet pyHKIIMOHAIIBHOCTD yIPABIICHUS
aBTOpU3AIUH, AYTEHTU(DHUKAIIMN U YTIPABIEHUS POJIEBON MOJIEIBIO;

o «lInanera. Ananutukay — peanusyeT GQyHKIHOHATBHOCTh KOHPUTYPUPOBAHUS,
(bopMHpOBaHUS U PACIPOCTPAHEHUS] OTYETHOCTH U MH(POPMAIIMOHHBIX TTAaHENEeH;

o «lInanera. CepBep» — peanusyeT PyHKIIMOHATHHOCTh KOHPUTYPHUPOBAHUS
Y TIOCJIEAYIOIIETO BBIMOJHEHUS MPOLIECCOB BHECEHHSI U3BMEHEHU
B OCHOBHBIE JJAHHBIC;

o «lInanera. MaTerpamnus» — peanusyet QyHKIIMOHATIBHOCTD TOIIEPKKI
MIPOIIECCOB 3arpy3Ku, KOHCOMUIANUNA U 00pabOTKH O0IBIIIX 00BEMOB JAHHBIX
B HAOOPBI TAHHBIX JIS MTOCIEAYIONIEr0 aHAIN3A.
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2. CTopoHHee MporpaMMHoe odecrneyeHmne

JUis  ycraHoBku, pa3BépteiBanug U npuMmeHeHus [IK MIICHUB HeoOxoaumo
UCII0JIb30BaTh IPOrpaMMHOE 00€CIIedeHre CTOPOHHHUX IIPOU3BOAUTENIEH.

Coctas ctoponnero [10 u peanuzyemas UM (pyHKIIHOHATBHOCTB 3aBUCSIT OT KOHKPETHOTO
IPOEKTa.

[Tpumep nHadopa croponnero 110, o6ecneunBaroiero padbory I1IK MIICUB:
e  cpeIcTBO KOHTeHHepu3auu u opkectparuu — Kubernetes (Deckhouse);
e  mpwiIoKeHue OarmaHCUpOBKHU Harpy3ku — Kubernetes;
e  (ailyioBhI cepBep — pacnpeneneHnas dainonas cuctema NFS;
e  cepBep obaaunoro xpanumiina — MinlO;
e  cucTema ynpasieHHUs 0azaMu JaHHBIX — POStgres;
e miaTdopma yrpaBiaeHUs perno3uTopusmMu — Nexus.
Ceenmenusi 00 ycTaHOBKEe M HacTpoiike cropoHHero I[1O comepxarcs B OKyMEHTE

PykoBonctBo no ycranoske u Hactporike [IK MIICHB.

2.1. OOHOBJIEeHHMEe KOMIIOHEHTOB cTopoHHero IO

OOHoBNEeHHE oOmepaloHHOM cucteMbl U cropoHHero I1O, obecneunBarommx
¢ynkunonupoBanue MC BBINOMHAETCS B COOTBETCTBUU C OJMTUKAMH IPOU3BOIUTENECH
koHKpeTHbIX OC u croponnero [10.

Crpanuna 6 u3 27



3.

OoHoBJIeHHE 00beKTOB «Ili1aHeTa»

3.1. Jlnss MmuHOpHBIX Bepcuii, padorarommux B Docker Compose

J171st OOHOBIIEHUSI MUHOPHBIX BEPCHil (B paMKaX 0JJHOI Ma)KOpPHOM BepCUH ), pabOTAIOIINX
B Docker Compose, He00X0JUMO BBIOJIHUTH CJICTYIONINE ICUCTBUS:

L.

L) pa

*

K

0.

CoxpaHuThb (paiiy1 HACTPOEK M BBHITIOJHUTH O9Kar 00pa3oB U KOHPUTypaLUu.
BremonuuTh 03Kar Bcex TOMOB U (aiiia .env.
[TomyunTs oOHOBIIEHHBIE (haitmer docker-compose.yml u .env.

3aMEeHUTDH Ha HOBBIC CleAyIoue (Gaiiibr:

- OJIMH WM Heckoibko docker-compose.yml;

- (paitiy .env TpeOyeTcs pyuHasi cCMHXpoHu3auus. CHHXpOHU3HPOBATH
CYILIECTBYIOLIUMN .€NV-(aiisl ¢ 0OHOBJIEHHBIM. Eciin Habop nepeMeHHbIX B HOBOM
BEpPCHUU .eNV U3MEHUIICS, TO HEOOXOUMO 3aaTh 3HAYCHUS 11 HOBBIX
IIEPEMEHHBIX.

O6HOBUTH 00pa3kl. [t 3TOro HEOOXOAMMO:

- aBTOpHU30BaThCs B docker registry:

docker login --user SUSER --password $SPASS S$URL
- BBITIOJIHUTH KOMaHy:

docker-compose pull

BpInonmHUTE KOMaHY:

docker-compose up d —--remove-orphans

(k04 —remove-orphans yaaauT HEUCIIOIb3yeMble KOHTEHHEPHI CTaphIX
BepCUil).

3.2. [ast MakOpHBIX Bepcwmii, padoTarommux B Docker Compose

Jliist 0OHOBIIEHUS Ma)KOpHBIX Bepcuii, paboratomux B Docker Compose, HeoOxoaumo
BBITIOJTHUTH CJICAYIONIUE ICHCTBUS:

L.

ol

K

[lepeliTn B JOMAIIHIOK TUPEKTOPHIO ITpoekTa «llmaHeTra» n oCTaHOBUTH BCE
KOHTEUHEPbI KOMAHOM:
docker—-compose down

Cnenatp pezepBHyto konuto b/ «Ilnanera. AHaITUTHKAY:

- ecau B/ paboTaet B KoHTelHEpe, TO HE0OX0aUMO caenath Komuio docker
volume;

- ecniu ucnoib3yercs BHemHss b/I, To Heobxoaumo co3znatek komuio bJ]
cpeactBamu CYB/I.

Cosznath 62Kar Bcex TOMOB U (haiina .env.
OonoButh ckpunt docker-compose (u dc) mpocToit 3aMeHOM.

BBIMOTHUTE CHHXpOHM3AIINIO HACTPOeK B (haiimax docker-compose.ymi
U .env*>,
Ecnu B Bepcuu 1.9 nepenmeHoBbIBasMCch/m3MeHsunch Toma (docker volumes),
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0.

9.

L 0.
L1.
12.

CHHXPOHU3UpOBaTh HacToiiku docker volumes mexay crapbiM ¥ HOBBIM (aitnamu docker-
compose.yml u .env**,

CHUHXpOHM3UPOBATH 3HAUCHUS TIEPEMEHHBIX, COJIEpKallue JaHHbIe Y3 s
HOJKJIFOUEHUS K moure, K bJ] u k logtsash u apyrum BHEITHUM cepBUCaM.

3anaTh 3HAYCHUS HOBBIX NIepeMeHHBIX B (aitiax docker-compose.yml u .env:
- eciu B/ paboTaet B KOHTelHEpPE, TO JOKHBI BBITOJHATHCS CICIYIOIIHE
YCIIOBUSL:

a). 3nauenus nepemeHHbix ACCESS_PG_DB_ nomxHbI ObITH yCTaHOBIICHBI
paBabiMu ANALYTICS PG DB _**

0). 3nauenus mepemeHHbIx ACCESS OAUTH_DB_ nomxHBI OBITH
yctadoBieHbl paBHBIME ANALYTICS CONTENT_DB_**

B). ACCESS_PG_DOCKER_VOLUME_NAME nomkeH yka3plBaTh Ha KJIOH
ANALYTICS _PG_DOCKER_VOLUME_NAME, omucannslii Ha mare 2.
- €CJIM UCTO0JIb3yeTCs BHEMHAA b/, TO caeayeT yCTaHOBUTh TAaKUE 3HAYCHUS
nepemeHHbIX ACCESS_OAUTH_DB_*, uto6s1 oHu cooTBeTcTBOBaN B/I-
KJIOHY U3 mara 2.

IIepeiTy B JOMaIIHIO TUPEKTOPUIO ITpoekTa «llnanera» u octTaHOBUTH BCE
KOHTEHUHEPbI KOMaHJIOU:
docker-compose down

Cnenatp konuto b/ «Ilimanera. AHaTUTHUKAY:

- ecau BJ1 paboTaer B KoHTelHEpe, TO HEOOX0AUMO caenath Komuio docker
volume;

- ecyii ucnoJib3dyeTcst BHemHss b/, To Heo6xoauMo co3nath HOBY1O B/

Y 3arpy3UTh JTaMIL.

Coznath 063Kar Bcex TOMOB U (paiiia .env.
OonoButh ckpunt docker-compose (u dc) nmpocToii 3aMeHOM.

[IpuMEHNUTH CKPUNIT MUTPALIVU:

- CKPUIIT MUTPALMHU 3aIIyCTUTCSA AaBTOMATUYECKH, I 3TOTO HYKHO BBITIOJHUTB:
PLANETA Nversion MIGRATION=yes dc up —-d

- TOXKJAThCS OKOHYAHUS U yOSIUTHCS, YTO MUTPALIHS 3aBEPIIUIIACH YCIICIITHO.
JI151 5TOTr0 HYKHO ITOJYYHTh JIOTH KOMAHIOMU:

dc logs access-pg-ready

U yOeIuThCS, YTO TOCIIe CTPOKH Ne'version migration started
OTCYTCTBYIOT COOOIIIEHUS 00 OIUOKE;

- OCTAaHOBHUTH BCE KOHTEHHEPHI, BHIIIOJIHUB KOMaHy

docker—-compose down

3anyCTUTh IJIAHETY B IITATHOM pexXUME. I 3TOr0 CIeayeT BhINOJIHUTh
komanay (0e3 nmepemennoit PLANETA Nwversion MIGRATION=yes):
docker-compose up —-d
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3.3. Jlns Bepcwuii, padoTaromux B Kubernetes
Jlnst oOHOBIIEHMSI MHHOPHBIX WJIM Ma)KOPHBIX Bepcuii, paborarommx B Kubernetes,
HE0OXOJAMMO BBIITOJIHUTH CIEAYIOIINE IEHCTBHS:

. OOHOBuUTH daittel MmanudectoB Kubernetes (eciv B HUX BBITOJHSIIUCH IIPABKH).
Ecnm moctaBka BeITTOJIHsIACH ¢ momoIrsio Helm chart, To usmenenue o6pasos
ocyiecTBisieTcs B ¢aitne values-*.yaml.

2. BpmonHuTk 63Kan 006pa3oB KOHTEHHEPOB (images).
Brinoaauts 03kam Bcex Tomos (PVCS).

4. Tlomyuutb oOHOBIEHHBIE (aiinsl Manu(pecToB Kubernetes, a npu Hannuuu,
u ¢aitner Helm chart.

OOHOBUTB NOJy4YeHHBIC (aiinbl MmannpectoB Kubernetes (a npu Hamuuuy,
u daiinsl Helm chart), B cooTBeTCTBUM ¢ 100aBICHHBIMHU K PEIIO3UTOPHUIO
WHCTPYKITUSMU.

K
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4. ba3pl TaHHBIX

Hcnonb3yemsle i1 paboThl 6a3bl JaHHBIX IEPEUUCIICHBI B TA0IMLIE 1ajIee.

Oobekr «Ilinanera» Ha3nauenue B/{

Hcnonb3yeTcs st XpaHeHUs HISHTU(DUKAITMOHHBIX JTaHHBIX
[Inanera. Joctyn (Y4ETHBIX 3amuCe, TPYII, poJieii), HACTPOEK CHCTEMBbI
pasrpaHu4eHus IpaB JOCTYIa

HCHOJ’IBSyeTCﬂ A XpaHCHUA MeTaI/IH(l)OpMaI_II/II/I 1 KOHTEKCTa

[Tnanera. Ilpoueccsl
WCIIOJTHEHUS] OM3HEC MPOIIECCOB

HCHOJ’IBSyeTCﬂ A XpaHCHUA MeTaI/IH(bOpMaI_II/II/I JUIA
BU3YyaJIM3allUU aHAJITUTHYCCKUX MmaHenei

[Timanera. Amanutuka
Wcnionb3yeTcs A1t XpaHEeHUs BATPUHHOTO CJI0SI IAHHBIX JIJIS

aHAIIMTHYECKUX TTaHeIeH

4.1. Koudurypauus CYB]]

Kondurypamus CYB]] ucnonb3yeT HAaCTpOHKH 10 yMOTYaHUIO.

4.2. Pa3zmemenue CYB/]

IIytu pasmenienus Bcex o00bekToB CYBJl Ha cepBepe (padouero kartamora CYB/I,
TabnuuHbIX npocTpancTB b/l, konpurypanmonusix ainoB CYB/I, 1oroB TpaH3zakuui
CVYB/I, apxusa sioroB Tpanzakiuii CYB/I, nokansHbix konuid CYB/I, niMarHocTuuecKux
xypHanoB CYB/I, ucnonusiemsix ¢aiinoB CYBJI) yka3pIBaroTCsi 10 yMOJTYAHHUIO.

4.3. Pe3epBHOe konupoBanue u Boccranonyenne CYbJ{

Pe3epBHOE KONMMPOBAHHWE W BOCCTAHOBJIEHHE MPETyCMOTPEHO MJisi CICAYIOIIUX BUIOB
JAHHBIX:

e  0asnl nanHbIX (PostgreSQL);

e coaepxxumoe (aiinooro xpanwuina (DRBD). Boccranosnenue
oOecrieuynBaeTcs 1yOIMpoOBaHUEM CEPBEPA KOMIIOHEHTA;

e  xouduryparuu Deckhouse (Deckhouse).

Meronuka BoccraHoBieHuss CYDBJl mogpa3ymeBaeT — BBINOJHEHHE  ACHCTBHM,
obecrnieynBaronIMXxcs mMraTHOM ¢pyHKIMoHaIBHOCTRIO [10 PostgreSQL.

4.4, Mounutopunr padorsl CYBJ{

Monutopunr padotocnocooHocty B[ B cucteme obecneunBaeTcs GyHKIIMOHATLHOCTBIO
IT1O Grafana u I1O Prometheus.
Ceenenust 00 aToM [1O copeprkarcs B TOKyMEHTAIlMU KOMITAaHUKA-Pa3pabOTUYUKOB:

Prometheus — https://prometheus.io/docs/visualization/grafana/

Grafana — https://grafana.com/docs/grafana/latest/#quides
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https://prometheus.io/docs/visualization/grafana/
https://grafana.com/docs/grafana/latest/#guides

5.  YmnpasiieHHe KOHTeiHHepamMu

VYrpaBiieHME KOHTEWHEPAMH BBIIOJIHIET COTPYAHUK C AJAMUHUCTPATUBHOM POJIBIO
«AIMUHHCTPATOP CEPBEPOB KOHTEUHEPU3ALINI).

HNudpopmanivs o GyHKIIMOHUPOBAHUN KOHTEHHEPOB 0TOOpakaeTcs Ha MH(GOPMAIIMOHHBIX
MaHEJX.

Joctyn k nHQOpPMAIIMOHHBIM MMAHEIISIM OCYILIECTBIISIETCS Yepe3 BeO-unTepdeic.

VYcTaHOBKAa M HACTpOMKA MHCTPYMEHTAa KOHTEMHEpU3alMu M cBA3aHHOro c¢ Heu I10
OmnurcaHa B IOKyMeHTe PykoBoCTBO 110 ycTanoBke u HacTpoiike [TK MITCUB.
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6. ¥YnpasieHue npodguasiMu noJjib3oBareJsiei

Vnopasinenne  npopuiasMH  IOJB30BaTENIEd  OCYHIECTBIIETCA  COTPYIHHUKAMMU
C COOTBETCTBYIOILIMMH aIMUHUCTPATUBHBIMU POJISIMHU.

B mnpouecce pa3BEPTHIBAHMS CUCTEMBI HUCIOJIB3YIOTCS CKPHUOTHI(-bI) ISl CO3JAHUS
«MEPBUYHOI0» TOJIb30BATEIIS.

Ipumep ckpunra

Jis  nmoOaBiieHWsT IMOJB30BaTeNsd  CIEAyeT HCIoJib3oBath ckpunt —add-user.sql,
nobasmsttonmii ponb SYS_ADMIN. Ecniu HykHa npyras poib — cleayeT yKa3aTh
TPeOYyIOUTYIOCS.

Heo0xoaumbie mapaMeTpbl CKpUIITA:
:Username — JIOTUH I0JIb30BaTels;

:password — maposib. YKa3blBaeTcs B 0ObIYHOU (popme, Oe3 mmdpoBanusa (mpu
MIEPBOM BXOJI€ CHCTEMa MOTPEOYET U3MEHUTh NAPOJIb U COXPAHUT €r0 B 3aIIM(POBAHHOM
BHJIC);

:realm id— IPOCTPAHCTBO B KOTOPOM CO3/1AETCSI IOJIB30BATEIIb.

Jlns moOaBieHHS KITMCHTA CIICAYET UCIob30BaTh ckpunt add-new-client.sql.
HeoOxouMble mapaMeTpbl CKPHIITA:

:client id— TeKCTOBBIM UAEHTU(DUKATOP KIHEHTA;

:client secret — CEKpET KIMEHTA,

:realm id— uaeHTH(UKATOP NPOCTPAHCTBA.

Jlns moOaBieHMS CIIMCKa PoJicH cieayeT ucmonb3oBath ckpunt add-sys-roles.sql.
Heo0xoauMble mapaMeTpbl CKPHIITA:

:username — I0JIb30BaTelb, KOTOPOMY BBIIAIOTCS 3TH CUCTEMHBIE POJIH;

:realm id — wuAeHTH(UKATOP MNPOCTPAHCTBA, KOTOPOMY  HPHUHAIJIEKHUT
M10JIb30BATEb;

:role names — HauMeHOBaHHMs (KOJbI) poieil. B mapamerpax 3amaéTcsi Kak CIHMCOK
('testl', 'test2").

HNurepddeiic

B nponecce 3kcrutyaranun — padoTa ¢ Moiab30BaTeIsIMU, UX TPYIIIIaMU, POJISIMU U T. .
BBITIOJTHsIETCS uepe3 untepdeiic «Ilnanera. JJoctym.
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/.  MOHUTOPHMHI M KYPHAJTUPOBAHHUE

B kauecTBe HHCTpyMEHTa MOHUTOPHHTA cucTeMbl ucnonb3yercs [10 Prometheus.

B kauecTBe HHCTpyMeHTa KypHanupoBanus ucrnoibzyetcs 110 Logstash.

7.1. MOHUTOPHMHI

B kauectBe cpenctBa MmoHuTopuHra cuctemsl mpumensiercs [10 Prometheus.

s otoOpaxeHHs] CBEIEHUM O coCTOosSHMU cucTeMmbl ucnoib3dyercs [1O Grafana
C TMpeIBapUTEIbHO HACTPOECHHBIM HAOOpOM »3JIEMEHTOB (IMaHeNnei) BHU3yaTu3aluu
onpenenEHHbIX ToKa3zaTeael — WH()OPMAITMOHHON TTaHEIBIO.

Jliist mepexoia B paszies co CIUCKOM KOMIIOHEHTOB CIIEAYET BbIOPATh B MEHIO IMyHKTHI
Dashboards — Browse:

00 pashboards
oo

D

BriOpaB HEOOXOMMMBIN pa3ien CHUCKa CJeayeT YKa3aTb KOHKPETHBIH DIIEMEHT,
nanpumep: Postgres Cluster:

| oo
-]

D}

[Tocne BbIOOpa 3nemMeHTa OyaeT oToOpakeHa MHGOPMAIIMOHHAS MaHeNb, CoAep Kaiias
CBEJICHUSI O COCTOSTHUU KOMITOHEHTA CUCTEMBI:

Crpanuna 13 u3 27



B Postgres Cluster [/ PostgeSQl Defabuse o «f e B " T L e 3 D -
- Satver Bokes

pg-02-
" master

D8 Corrmction scktemss

SR

10.28.4.226:5432

-y —
Woow sepcet mrm

« Ganveral Counttars, CRU, Nermary ssd Fils Descrgrion Stats
Vekon 2z Nvw Clamont titch 3 Caswet Eaart Suts Cumont wadste dua b Corvacticns

WA a2 1M

]

a0 192%¢

fvwnge CTU Dnage 4 Arvrem Mesary Lhage . Oper e Qmoe=gnces

MOHI/ITOpI/IHF OCYHICCTBIIAIOT COTPYAHUKH 3aKa34urKa CcoO CJICAYIOIIUMHA
AIMHUHUCTPATUBHBIMH POJISAMHU:

®  AJAMHHHCTPATOP MHPPACTPYKTYPHBIX CEPBHUCOB;
®  QIMUHHCTPATOP NOACUCTEMBI «IHTErpaliMOHHAs IUHAY;

e anmuHucTpaTop noacucremsl ETL.

7.2. KypHanupoBaHue

JIns1 HACTpOMKHM >KypHaJIa Onepalyid BBIITOJTHUTE CIEAYIOIIUE JICUCTBUS:

l. Ortkpotite B Opay3epe ctpanuily Kibana (agpec cTpaHuUIIbI 3apoCUTe y
aJIMUHUCTPATOPA CUCTEMBI).

2. B amanoroBoM OKHE PETMCTpAllMH BBSAMTE JIOTHH U MAPOJIb MOJIb30BATEIIS
Kibana (MOXeT OTJIUYaThCs OT JOTHHA U TapOoJIs T0Jb30BaTEIIsI CUCTEMBI) H
HakmuTe Ha KHOMKY LOg In. B pe3ynbTare 3arpy3urcs crpaHuiia ¢ TabauIei
COOBITHI:

- :

3. C yieBoii cTOpOHBI B cIIMCKe MoJiek BriOepuTe level n HaxxMuTe Ha MUKTOrpamMmy
+:
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. w1000

4.  JloGaBbTe cienyroue mosi B TaOJUILy COOBITHIA:
e Message — TekcT cOOBITHS,
e [Iloab30BaTeib — JIOTHH MOJIb30BATENSI, HHUIIMATOPA COOBITHS,

e  POSt — n0KHOCTB MOJIB30BATENS.
Sac_____________ e ______________ 0§
= 9 -

L3

5. HaxwmwuTe Ha KHONKY Save B IpaBOM BEPXHEM YTy CTPAHUIIBI:

6. B nuanoroBom okHe coxpaHeHUs HacTpoek B mosie title BBenute: KypHan
onepanMii U HAXMUTE HA KHONIKY Save:
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Save search

XypHan onepauui

{_iar“:e‘ m

7. JIo1s mostydeHus] KOPOTKOM CChUTKM HAKMHUTE Ha KHONIKY Share B mpaBom
BEPXHEM YTy CTpaHUIIbl, BEIOepUTE MyHKT MeHio Permalinks:

SHARE THIS SEARCH I
& Permalinks >
[A) CSV Reports >

8. B mynakTe Short URL nepeaBrHbTE EpEKITIOUATENb BIIPABO M CKOIIHPYNUTE
CCBUIKY, HaXKaB Ha kHOTKy Copy link:

¢ PERMALINK I

Generate the link as

o Snapshotl @

Saved object®

u Short URL®@

Copy link

Otkpoiite «IInanera. HCU» u BeiOepuTe pas3zen ¢ HacTpOWKaMu MEHIO
HaBurauuu. B noiie npoctoro novcka Beeaute: ZAKypHaJl onepanuii:

~
<

=

o i (— — T — T T —
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9. OtkpoiiTe Ha perakTUpoBaHue GopMy BBOJA KypHaJIa ONIEPALMA U CKOTTUPYUITE
B nojie URL-cchuiky, monydeHHyo Ha mare 8:

e e e T SR
10. CoxpaHute U3MEHEHHS.

B pesynbrare B MEHIO HaBUTAIIMKM TOSIBUTCS MYHKT 2KypHaJ omepamuii, Ipu BHI30BE

KOTOpPOTo OyJIeT MPOUCXOAUTH MEPEX0/l K *KypHaiy onepaius B Kibana.

7.3. OnosBemeHus

OnoBenieHUs: 0 COCTOSHHM CHUCTeMBI Gopmupyrotcs npu nomomm I[10 Awesome

Prometheus.

OHOBCHICHI/ISI 0 COCTOSIHUY CHCTEMBI H/UJIH 00 HHIUACHTAX HAIIPABJLAIOTCA ITIOCPCACTBOM
QJICKTPOHHBIX ITMCCM Ha aapceca BJIGKTpOHHOP'I IMIOYThI COOTBCTCTBYIOIINX COTPYAHHNKOB

3aKa34HKa.

AJnlpecaToM OIOBENICHUN B KOHTEKCTE Pa0OThl CUCTEMBI SIBJISIETCS AJIMUHUCTPATOP
HH(PPACTPYKTYPHBIX CEPBUCOB.

OnoBeneHnst 0 COCTOSSHUU CUCTEMBI UMEIOT CTAaHJAPTHYIO CTPYKTYPY:

3HaueHune Onucanue
- alert: HasBanwne onosemieHus
expr: VcnoBue co3manus ONOBEIICHUS
for: HacTtpoenHoe Bpemsi cpabaThIBaHUs OTIOBEIICHHUS
labels: [IpuHa IeKHOCTh OMOBEIICHUS K ONPEIEAEHHOM rpyIine
severity: YPpOBEH BaKHOCTH OMOBEIICHUS

annotations:
summary:

Paznen onucanusg onoBeHeHUS
Omnuca"ue ONoOBELICHU

description:

3aroa0BoK OITIOBCIICHUA
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7.4. YupasjieHue JIOTHPOBaHHEM

YnpaBiieHue JIOTHPOBAHHEM HCIOJIb3YyeTCs pu pabote co Bcemu backend-cepsucamu.

[Tapamerpsr momkmouenuss k Logstash (XpaHunumnryy J0TOB, W3 KOTOPOTO OHH
nepenocstcs B Elasticsearch):

SPRING PROFILES ACTIVE= logstash -— aKTUBUPYET IIcpejady JIOroB
B Logstash

LOGSTASH HOST — xocT i noakiaroyenus k Logstash
LOGSTASH PORT — xocT i noakiaroyenus k Logstash

PLANETA STAND — MeTKa B JIorax JJIs yKa3aHus C KaKOro CTeHJa IPUIIIA JIOTH.
AKTyanbHO IPU NOJKIOYEHUHA HECKOIBKUX CTEHA0B K ogHOMY ELK.

YPpoOBHH JIOTHPOBAHMA

OFF — HuKakwue JIOTH HE 3aIMCHIBAIOTCS;

FATAL — ommbka, nmocie KOTOpoi MPUIOKEHUE YK€ HE CMOXKET paboTaTh U OyleT
OCTAHOBJIEHO;

ERROR — ypoBeHb Ha KOTOPOM  BBIBOOATCS  OIIMOKK  MPHUIIOKEHUS,
HE OCTaHaBJIMBAIOLIME PAOOTy CUCTEMBI B LIEJIOM;

WARN — noru, kotopbsle coaepkaT mpeaoctepekeHne. HeoxumanHble aEUCTBUS,
HETIPEPHIBAIOIINE BBHITIOJIHEHUE 3alpOCOB, HO Ha KOTOpbIE HEOOXOAMMO OOpaTUTh
BHUMAaHMUE;

INFO — goru, o0o3HayaroImKe Ba)KHBIC COOBITHS B CHCTEME, a TaKXKE OKHIacMbIe
JICMCTBUS OJIb30BATEIIS;

DEBUG — noru, HeoOX0aAuMbI€ IS OTIAAKU MPUITOKCHUS;
TRACE — noru otnaaku, ¢ HAMMEHBIINM YPOBHEM JIOTHPOBAHHS;
ALL — ypoBeHb, pu KOTOPOM OyJIyT 3alIMCaHbI BCE JIOTH U3 CUCTEMBI.

YPOBHHU yKa3aHbI B OPSIKE YMEHBIIECHUS BAXKHOCTH, IPH YKA3aHUU OJJHOTO U3 YPOBHEU

OyJleT BBIBOJUTCS COOTBETCTBYIOIIUN YpPOBEHb M BbIlIE. Tak MpW yKa3aHUM YPOBHS
INFO Gynyt BeiBeaens! jioru ypoBaeit: INFO, WARN, ERROR, FATAL.

CranapTHbIi ypoBeHb JIorupoBaHus uist cepBucoB «llnanera» — INFO.

Jlst yIIpaBJICHUSA YPOBHEM JIOTUPOBAHUS VICIIOJIb3YETCS rapamerp
logging.level. [nyTh OO KJaccalj.

[TIprmepsl UCIIOTB30BAHUS:

logging.level.ru.ibs=INFO — ycraHaBimuBaeT ypoBeHb jorupoBaHusi INFO
JUTSI KOJIa COJIepIKaIero ousHec-1oruky cepBucoB «llmaneray,

logging.level.root=INFO — ycTaHaBIMBAaET ypoBeHb JorupoBanus INFO mus
BCETO KOJIa MPUJIOKEHUS.
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http://logging.level.ru/

YtoObl BKIIIOUUTH BBIBOJ 3ampocoB, reHepupyeMbix «Ilnmanera. HCH» k 6a3e qaHHBIX
HY>KHO yKa3arh napaMmeTp HIBERNATE SHOW SQL=true.
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8. HndopmaunonHasi 6e30MacHOCTh

JIOCTYII K JAaHHBIM MPUKJIATHBIX KOPITOPATUBHBIX CHCTEM IIPOU3BOJIUTCS B COOTBETCTBHH
C YTBEPKJICHHOM IPOrpaMMOi B3aUMOICHCTBHS ITOAPA3ICICHUSIMHE, OCYIIECTBIISTFOIIIMMHA
pa3pabOTKy W/ COTIPOBOXKICHHE.

I[OCTYH Ha HW3MCHCHHMC JAaHHBIX MPCAOCTABIIAACTCA  TOJBKO  aBTOPHU30BAHHBIM
ITOJIB30BATCJILIM HAa OCHOBAHUH UX CJIY)K€6HI)IX MOJTHOMOYHMM U B COOTBETCTBUM C pOJIGBOﬁ
MOJACIIBIO.

I[OCTYH Ha IIPOCMOTP AAHHBIX ITPCAOCTABILICTCA BCCM ITOJIB30BATCIIAIM CCTHU 3daKa34YHMKa,
oe3 HOHOHHHTGHLHOﬁ ABTOpU3alH.

8.1. Hcnoan3oBanme «Ilnanera. Joctyn»

B kagecTBe cpemcTBa 3amuThl MHPOPMAIMK I CHUCTEM, CO37aBAaE€MbIX Ha OCHOBE
nporpaMMHbIX TpoaykToB [lnatdopmsl «Ilmanera», um mns oOecnedeHus padOTHI
TexHosoruu efauHoro Bxoaa (Single Sign-On) wucnonb3yercs mnpoaykt «llmanera.
Joctym».

[TpoaykT obecrieunBaeT pa3rpaHUYCHUE JIOCTYyIA MOJIb30BaTeel B 3aBUCUMOCTH OT UX
poJiel u mpaB Ha OOBEKTHI.

[TonpoGHas unpopmanus o padore ¢ «Ilmanera. JlocTym» COAEp>KUTCS B TOKyMEHTE
PykxoBoactso nonw3oBarens «Ilianera. Jloctym.
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9. V¥Ycrpanenmue choeB

B cnyuyae cboeB, cBszanHbix ¢ OC u fgpaiiBepaMu yCTPOWCTB, pabOTOCIOCOOHOCTH
BoccTaHaBnuBaercs cpeactsamu OC.

B caywsae cOoss B paboTe WHCTpyMEHTa KOHTEHHEpPU3aIllMM BOCCTAHOBJICHUE €T0
paboTOCTIOCOOHOCTH oOecrieunBaeTCs (GYHKIIMOHATBHOCTHIO OpKecTparopa
KOHTECHWHEPU3aLUU ¥ BBITIOIHSICTCS aBTOMATHYCCKH.

Onucanue omMOOK M CIIOCOOBI MX YCTPaHCHUA.

Kox ommnokn Onucanue, 1eiicTBUSA AAMUHUCTPATOPA

Cuctema HenoctynHa. Heo0xo1MMo cBsI3aThes ¢ aIMUHUCTPATOPOM
CHCTEMBI

CepBuc BpeMeHHO HenocTymeH. [lonpoOyiiTe MOBTOPUTH 3ampoc
HTTP-code 503 no3zHee. B cirydae moBTOpeHHst OMMOKH, CBSKHUTECH C
aIMUHUCTPATOPOM CHUCTEMBI

[Tpu oOparniennn ykazaH TOKEH, CPOK JIeUCTBUS KOTOPOTO BBIIIET.
3anpocuTe akTyalbHbIM TOKEH JIOCTYIIa U MIOBTOPHUTE 3aIpoC.

B ciyyae noBTopeHus olmOKy, CBSHKUTECH C aIMUHUCTPATOPOM
CHCTEMEI

Hcnonb3yemelil MeTo He paspelieH i BeizoBa APL. YTounure o
nokymenTtauun APl noanepKuBaeMblii METOL U CKOPPEKTUPYWUTE
3arnpoc. B ciydyae moBTOpeHus OMIMOKH, CBSKUTECH C
aIMHUHUCTPATOPOM CHCTEMBI

HTTP-code 500

HTTP-code 401

HTTP-code 405

9.1. HemocTynmHoCTbh 0a3bI JaAHHBIX

[Tpumep noroB access-oauth:

Ommbka BO3HUKAET TIPU OTCYTCTBUM CETEBOM CBS3aHHOCTH WIJIM yKa3aHUHU
HEKOPPEKTHBIX HACTpoeK mpu noakatoueHuu Kk bJl. Heobxoaumo npoBepuTh U yka3aTh
KOPPEKTHBIE HACTPOMKH B IIEPEMEHHBIX OKPYKEHUS

ACCESS OAUTH DB HOST=<3HaueHMe>
ACCESS OAUTH DB NAME=<3HaueHMne>
ACCESS OAUTH DB PASS=<3HaueHUe>
ACCESS OAUTH DB PORT=<3HaueHUE>
ACCESS OAUTH DB USER=<3HaueHUEe>

Tax:ke U3MEHHUTD TIEPEMEHHBIE [T HOAKII0UeHUS K BJ] MOKHO B KOH(UT'YPaIlHOHHOM
darine. Hampumep, B docker-compose.default.yml. B nganHOM ciy4ae yka3bIBarOTCS
nepeMeHHbie u3 pasjena 4. [lepeMeHHbIe OKPYIKEHNS:

access—-oauth:
environment:
PG DB HOST: <sHaueHMe>
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PG DB PORT: <3HaueHue>
PG DB NAME: <3HaueHue>
PG DB USERNAME: <3HaueHue>
PG DB PASS: <3HaueHue>

9.2. Hemoctymuocth Redis

[Tpumep noros access-oauth:

Omubka BO3HUKAET TIPU OTCYTCTBUM CETEBOM CBA3aHHOCTH WJIM yKa3aHUU
HEKOPPEKTHBIX HAcTpoek mpu moxakaodeHurn K Redis. HeoOGxomumo mpoBepuTh
Y yKa3aTb KOPPEKTHBIE HACTPOUKH.

Crnenyet BHECTH U3MEHEHHUA B (haili .env:

UTILS REDIS AUX HOST=<3HaueHMe>
UTILS REDIS AUX PORT=<3HaueHME>
UTILS REDIS SERVICE PORT=<3HaueHue>

Crenyer BHECTHM WM3MEHEHHS B KOHGUrypanmoHHbId (aiin (manpumep, docker-
compose.default.yml):

access-oauth:
environment:
REDIS HOST: <zHaueHue>
REDIS PORT: <3HaueHue>

9.3. OmmoOka ayTeHTH(PUKATMA

[Tpumep coobmienust 00 ommoKe:

Bongute ncnonbays OAuth 2.0

Mpouaowina owmbka npu asropuaaumm

Boiitu B8 cuctemy

[Tpumep soros access-oauth:

Crpanwura 22 u3 27



Omubka BO3HUKAET MPU HEKOPPEKTHOM ykazaHuu nepemenHot ISSUER. HeoOxonumo
MIPOBEPUTHh U yKa3aTh 3HAYCHHE, COOTBETCTBYIOIIEE TOMEHY, C KOTOPOTO MPOHUCXOIUT
ayTeHTU(UKALIUS.

CHGHYCTBHGCHIHSM@HGHHHB(baﬁﬂ.enVZ
ACCESS OAUTH OPT ISSUER=<3HaueHuMEe>

Crnemyer BHECTH W3MEHEHUS B KOHUTypanuoHHbId (aiin (manpumep, docker-
compose.default.yml):

access—-oauth:
environment:
ISSUER: <3HaueHue>

9.4. Omuobka Ha cTapTe CEPBUCOB NPU WHTETPANIUN
¢ «Ilnanera. locTym»

[Ipumep n0r10B:

Ommbka BO3HHMKAaeT NPH OTCYTCTBUM CETEBOM CBA3aHHOCTH MEXIY CEPBUCOM
u «IInanera. Jloctym», 1100 MpU HEKOPPEKTHOM YKa3aHUM ajapeca JJIsl MOAKIIOYSHUS
K «IInanera. Jloctym»:

Crnenyet BHECTH U3MEHEHHUA B (paiin .env:

PLANETA_ACCESS_BASE_URL=<3nauenmue>

Crenyer BHECTHM HM3MEHEHHS B KOHGUryparuoHHbld (aiin (manpumep, docker-
compose.default.yml):

access—-oauth:
environment:
PLANETA ACCESS BASE URL: <3HaueHMe>

9.5. HenmocraTok pecypcoB

[Tpu magenuun cepsuca ¢ ommbkoir OutOfMemoryException HeoOX0AMMO YBEIHUYUTH
3HaueHne XmMx y JVM, a Takke yBEIWYUTh OTpaHMYEHUE NaMATH y KOHTEHHepa.
3nauenrie XMX J10JKHO ObITh paBHO 70% OT OorpaHuyeHusl y KOHTeHepa.

CrnenyeT BHECTH U3MEHEHUS B (haiis1 .env:

ACCESS_OAUTH_JAVA_XMX=<SHaqeﬂme>
ACCESS OAUTH DOCKER LIMIT CPU=<3HaueHMre>
ACCESS OAUTH DOCKER LIMIT MEM=<3HaueHMre>

Crpanuna 23 u3 27



CnenyeT BHECTH HU3MEHEHUS B KOH(PUIypauunoHHbIA (aitn (Hampumep, docker-
compose.default.yml):

access—-oauth:
Cpus: <3HaAUeHMNe>
environment:
JAVA OPTS: <3HaueHue>

mem_limit: <3HaueHue>
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10. Ha6op nokymentamuu npoaykra «Illnanera. HCH»

OOmue cBeneHuss O MPOAYKTE coaep)Karcs B JoKyMeHTe OmnucaHue MporpaMmMHOTO
npoaykra [IK MIICUDB.

CBenenus 00 yCTaHOBKE M HACTPOMKE MPOIYKTa COJIEepKaTCsl B JOKyMEHTe PyKOBO/ICTBO
o ycranoBke 1 HacTporike [IK MIICUD.

CBenenus 00 HCIOIB30BAaHUM TPOAYKTA COJAEpXKATCSI B JOKyYMEHTe PyKOBOJICTBO
nosb3oBarens [IK MITCUB.
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TepMuHBI U onIpe/IeIeHUA

Tepmun Onpenenenue

CoTpyIHUK OpraHu3aiuy, 00IaIAl0NUH KOMIIETEHITUSMU U TIPaBaMu

AJIMEHHCTPATOP nus yrpasienus MC

Ha6op anemenToB untepdeiica UC, odbecrieunBarommit

WNndopmannonHas nanenab
BU3YaJIH3alUIO JaHHBIX O COCTOSSHUU KOMIIOHEHTOB

I/IH(l)OpMaHI/IOHHaH CHCTEMaA COBOKYHHOCTB MNpOrpaMMHBIX ITPOAYKTOB, UCITIOJIB30BAHUC KOTOPBIX

(HC) [IO3BOJISIET BBINIOJHATH ONPEIEIEHHbBIC 3a0a41
OOBeKT (IporpaMMHBIHA Yacte nporpammHoro obdecriedeHust IC, BIMOTHSIOMAS
MPOJIYKT) ONpeAcIEHHBIE 3a/1a4n

Ha6op paszpaboranusix 'K UBC mporpaMMHBIX TIPOAYKTOB,
00€eCIeunBarOIINX PEIICHUE PA3TMYHBIX KOPIIOPATUBHBIX 33/1a4 B
o0actu 00pabOTKU JaHHBIX U YIIPABJICHUS TaHHBIMU U IPOLECCAMHU
KOMITaHUH

[Tnardopma «Ilnanerar»

[IporpaMMHBIil TPOIYKT Habop nporpaMMHBIX KOMIIOHEHTOB

Cymnocts UC, conepxariast onpeei€éHHbIe JaHHbIE

CnpaBo4YHUK
Y TI03BOJIAIONIAs X 00paboTKy
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Coxpamenust

Coxpamenue 3HaueHune
b baza ganHeIx
ncC Wudopmannonnas cucrema
HCH HopmaTtuBHO-cripaBouHast ”H(GpopMaIus
I1O [IporpammHuoe obecrieueHne
CYB/ Cucrema yrmpaBieHust 0a3aMH JaHHBIX
ELK Elasticsearch, Logstash, Kibana — mporpamMMHbIe pemicH st I PELICHUs

3aJ1a4 [MOMCKA ¥ aHAJIMTUKU IIpU 00pabOTKe JaHHbIX

ETL Extract, Transform, Load — u3BieucHue, nmpeodbpazoBaHue, 3arpy3ka —
MIPOIIECCHI YIIPABJICHUS XPAHUIUILAMH JTAaHHBIX

HTTP HyperText Transfer Protocol (mpoToko:n mepeaaun runeprekcTa) —
CETEBOU IMPOTOKOJ IPUKJIIAAHOTO YPOBHS

TCP Transmission Control Protocol (mpoTokon yrnpasieHus nepenaueii) —
cereBast MOJIEITb, OMMCHIBAIOIIAS ITPOIIECC MTEPEAaYH [TUPPOBHIX JAHHBIX
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